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Phishing anatomy
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ATM’s Malware attacks
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El hackeo de cajeros aumenta un 26% y ya mueve 332 millones

de euros

@ En 2015 se registraron 18.738 ataques a cajeros frente a los 23 588 del 2016, segun la
European ATM Security Team.

@ Hackear un cajero solo cuesta 14 euros, segun Kaspersky, la firma rusa de
ciberseguridad. La técnica mas empleada es el TRF: manipular el dispensador de efectivo.

@ Ieinteresa leer: Desarticulada una red tras 200 ataques a cajeros en Espaia mediante
skimming.

El método black box, que aumentd un 287%, 58 bancos de 10 paises europeos sufrieron ataques
de este tipo.

Fuente: https://www-lainformacion-com.cdn.ampproject.org/c/www.lainformacion.com/policia-y-justicia/hackeo-cajeros-
aumenta-mueve-millones 0 1035198130.amp.html



https://www-lainformacion-com.cdn.ampproject.org/c/www.lainformacion.com/policia-y-justicia/hackeo-cajeros-aumenta-mueve-millones_0_1035198130.amp.html

ATM'’s Code Injection

Ploutus Team Evolution

1

Date Description
INSTALL
. . . PLOUTUS TROJAN
August 2013 Ploutus is discovered controlling NCR APTRA middleware AND PHONE
INSIDE ATHM SEND SMS
COMMAND TO ATHM
March 2014 Floutus adds o component to control NCR ATM via SMS messages

o e

Ploutus adds support to control multi-vendor KAL's Kalignite

October 2016 ) @
framework via external keyboard CDLLECTC;gﬁ 3 E
Ploutus adds module to manage ATM remotely and two new Although the Ploutus Team began by targeting Latin
January 2017 _ . _ American countries, it now runs in multiple ATM
classes to control XFS middleware . . )
vendors making it a worldwide issue and becoming the
greatest ATM malware risk. Below is a list of countries
that submitted a variant of Ploutus-D to VirusTotal:
New Ploutus-I} Features Overview e Mexico
* Peru
s New module that allows Internet access to manage the ATM * Dominican Republic
s Support to interact with the malware via the ATM pinpad (previously only done e Ukraine
via external keyboard) e Taiwan
» New XF5 middleware libraries that allow the control of the dispenser and pinpad e United States



https://www.virustotal.com/

Ransomware - Wannacry Oschadbank ATM in Kyiv

Ooops, your files have been encrypted!

What Happened to My Computer?
Your important files are encrypted.
Many of your documents, photos, videos, databases and other files are no longer
accessible because they have been encrypted. Maybe you are busy looking for a way to
recover your files, but do not waste your time. Nobody can recover your files without
8 our decryption service.
Payment will be raised on B Can [ Recover M}' Files?
516/2017 00:47:55 Sure. We guarantee that you can recover all your files safely and easily. But you have
not so enough time.
Time Left You can decrypt some of your files for free. Try now by clicking <Decrypt>.

; But if you want to decrypt all your files, you need to pay.
You only have 3 days to submit the payment. After that the price will be doubled.

il Also, if you don't pay in 7 days, you won't be able to recover your files forever. : : :
il We will have free events for users who are so poor that they couldn’t pay in 6 months. @ Estibador .i- @mundoestiba - 49 min v

en sus terminales sufre un ciber atague que

Your files will be lost on .
puede conllevar retrasos en las mercancias. Seguiremos informando.

How Do I Pay?

Payment is accepted in Bitcoin only. For more information, click <About bitcoin>.
Please check the current price of Bitcoin and buy some bitcoins. For more information,
click <How to buy bitcoins>.

And send the correct amount to the address specified in this window.

After your payment, click <Check Payment>. Best time to check: 9:00am - 11:00am

T e B D i P Y

5/20/201T 00:47:55

Time Left

Send $300 worth of bitcoin to this address

12t9YDPgwueZ9NyMgw519p7AABisjr6 SMw

Wi guarantes that can reca
e all oo aals
nood to do s subait the payssst a:u ..r.':': I:J--I

bitcoin

ACCEPTED MERE

Plaasa follow the inetrac

Send $388 worth of Bitcoins to following addrs

THz T 15 IHNy Z-;I:H'_-:ﬁﬂnl:'-..




loT Microcontrolers

Arduino Cubie Track Raspberry




loT Internet of Things

Already has 7,000 viruses that attack your devices

 Half of the viruses for these smart devices are
dated 2017. That is, they are circulating for the
first time.

 These malicious codes have been designed by
cybercriminals to pirate devices, this serves to
spy, extort and even involve people in
blackmail.

Fuente: http://www.cioal.com/2017/06/23/iot-ya-cuenta-con-7-000-
virus-que-atacan-sus-dispositivos//



http://www.telegraph.co.uk/news/2017/03/14/smartphones-tvs-watches-could-held-ransom-hackers-cyber-security/

New strategies cyberthreats WAITERING HOLE

] Attacker profiles
= wictima and the

Cybersecurity not only
refers to protecting itself
as an entity, but also
assessing the risks to
which it Is exposed. An
entity does not work alone,
It interacts with other
Institutions and that is
where risk is transferred.




Vulnerabilities Market

IP-Suite

ZERODIUM Payout Ranges”
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Mitigation Bypass
Remote Code Execution
Remote lailbreak
Sandbox Escape

Wirtual Machine Escape
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Flash Player Windows
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Firefos
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2oissoe O zerodium.com



Strategy to combat computer crimer

Educacion

Tecnologia

Normatividad

yees
Enforcement Officials

e Use the same tools that criminals
use

e Hire Specialized Services

g computer crime information

Stakeholders

Asociations (ASBANC, Confiep, FELABAN, OEA)

Financial institutions (Banks, Financial others)

Law enforcement authorities

Government authorities (local - national)

Critical Service Providers

Regulation authorities & Consumer protection authorities

Armed forces (National defense — Strategic sectors
Embassies & Consulates
Global iniciatives (Budapest agreement)



Promote operation of comprehensive Security observatories

Information Management

Principle of Collaboration Omnicanality

Thread Tools Visibility



Global cyberattacks monitoring




Global cyberattacks monitoring

#OpNoLeyLaboral #LeyPulpin

Anonymous Peru @AnonsPeru 72d
Correos del encargado de

seguridad informatica del
@pcmperu y su investigacion a
@LulzSecPeru y
@AnonymousPeru ow_Iy/AFT

Details b 123 A e
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Social network monitoring
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Hacktivismo #Oplcarus (fase 5)

%» minion ghost

#join us

#Opicarus2017

#oplcarus

#Minionghost

#AnonGhost

lets destroy
@YourAnonGlobal
@YourAnonMNews @4n0nc4d7
@ANoONOpsSE @cnnbrk
@HackRead

11 #Oplcarus2017
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o - - -
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18:00

AnonGhost CJ @AnonGh... Jun 11
#Oplcarus
#Oplcarus2017

¢

#AnonGhost

#MinionGhost

#FAnonymous

#Anonfamily

#LulzSec

about Oplcarus2017 in Korea
News

m.boannews.com/htmi/detail ht..

Rebel Angel @rebels
| #0Oplcarus phase &
#FuckTheBanks #opsacred

Operation fcarus

minion ghost @Scoded4
Join us

#MinionGhost

#Opicarus
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twread.com/x07ez0to/
@AnonGhostWorld @4n0nc47
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Analitical Fraud monitoring
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Home Banking pages monitoring

Monitoreo Paginas Web
(Home Bankinag)

ade  Dashboard My Settings

UptimeRgbot
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+ Add New Monitor ] Account Dashboard

SortMonilors = | © Last24Hours T e details about the account
A place to find sll the detsils about your monitors
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Deepweb operations

de la Web a la que por di
zones no puede acced
manera habitual; son sitios que los
motores de busqueda no pueden re-
gistrar y, por lo tanto, requieren
algun tipo de operacion especifica
para ser revisados.

D o
de arrastre a través dela superr cie
del océano, pero hay una gran canti-
dad de informacion que esta en lo
profundo y por lo tanto, se pierde. La
mayor parte de la informacion de la
Web esta enterrada muy abajo, v los
motores de bisqueda normales no
la encuentran.

“Nivel 2
Entramos resultados que
. Google ha suprimido,
\ paginas con HOneypots,
\ Pornografia, Freehive,
‘ . A i ' canales como 4Chan y
Nivel 3 i E : .- W) Video Stream.
Los usuarios rosan lo . y ) oEL f
ilegal usando programas == — ‘
como Ares,Utorrent, este |
nivel ya se encuentra b

/
T
dentro del Deep Web. j Nivel 4

Es un nivel peligroso si el
usuario es detectado, puede
recibir afios de carcel por el
solo hecho de estar en estos

X ' | sitios con Pornografia infantil.
Acceso ‘ X ' < Experiencias

' Nivel 5

Se caracteriza por dos =
cosas: El nivel de maldad, | f Nivel 6
o ilegalidad, se traficaba

cuerpos muertos y organos ILos mejoresd hacll(ers
de nifos ogran acceder e

Es Imposible entrar desde google, yahoo o ! riesgo es muy alto a Entre a una pagina su contenido es real-
buscadores convencionales, tenemos que / que te descubran se mente muy perturbador, se maneja la pedo-
usar Programas especiales como el Torh = v ’ puede encontrar sui- filia, drogas, muertes, todo ilegal. y encima
que es un navegador que oculta nuestra P cidios y muertes comentan las fotos como si fuese algo

para entrar de una manera anénima . 4 envivo. normal del mundo.



Deepweb - identity theft

Login Registration

Order Process:

After buying an ID or passport send us a message with your age and gender so we can find a matching dataset, alternatively you can
provide a dataset (name, age, gender, size efc). We will also need a biometric photo in high quality and signature scanned, we will give
more instructions after your purchase.

Passports

Product Price

Lithuanian Passport 2650 EUR=1.2568

Netherlands Passport 3150 EUR =1.493 B

Denmark Passport M50 EUR =1.493 B

Great Britain Passport 4000 EUR = 1.896 B

Canada Passport 2500 EUR=11858

1

X

X

X

X

X

Quantity

Buy now

Buy now

Buy now

Buy now

Buy now



Deepweb — Rent a hacker, dDoS

Rent-A-Hacker

Technical skills:

Sodial Engincering skills:

What ill do:

 Buy oow |
SRR oo

DDoS Attack

Our Pricing

1Month Basic  BronzeLifetime o4 ifetime ~ GreenLifetime g \cinacs | ifetime

5.00€ 2200€ 50.00€ 6000€ 90.00€

/month

1 Concurrent = 1 Concurrent =
1 Concurrent =

Cuantity

Otder Now s Order Now Order Now




Deepweb - Carding

Product Groups

= Visa > USA

| Visa Classic Credit Card (USA)

VISA |

Issuing Banks: BOA, FNB, CMB, and others...

L] Level 1: 85
S Level2: S10
3333 0000 3030 3333 e
BILLJONES 00/00 Order Now!
| Visa Business Credit Card (USA)
V’SA Issuing Banks: BOA, FNB, CMB, and others...
oyl ] Level1: S10
L1 Level 2: S20
{3:
3333 0000 3030 3333 RERL A e
Order Now!
BILLIONES 00/%0
_| Visa Platinum Credit Card (USA)
V’SA lssuing Banks: BOA, FNB, CMB, and others...
EE Level 1: 815
LT Level 2;: S30
Leval 3:
3333 0000 3030 3333 EE T S
BILLJOMES on/an Order Now!
] Visa Infinite Credit Card (USA)
V]SA Issuing Banks: JP Morgan Chase and others
Era Level 1: 520
L] Level 2: S40
Lewval 3:
3333 0000 3030 3333 b
BILL MOKES 00/00 Order Now!

FORGERY.STORE

*FAQ* Coming Soon Terms Contact

SEARCH

0.33 Products

ID - Documents
ADD TO BASKET
Passports

Driving Licenses

Degrees

HQ Banknotes



Phishing as a Service

iSeD 01

~ Outline Scope

06

 Repeat Phishing Cycle

05

Track & Measure Success

02

Launch Phishing Program

Develop Education Analyze & Report



Education - Promote the participation of all actors

Tapatudaveal
monenta de digitarla

Siestss fueradeagenda y tienas

un problema, comunicate con

tu entidad finandera a través
delos canales de atencién

¥

No aceptes ayuda
cle extrarios

RECOMENDACIONES
ALUSARUN CAJERO

o
f.‘ﬁg—
Si estds en la agenda,

acércate a un funcionario
autotizade por ayuda

.. .Comprometides conla sequridad ciudadana

Banca movil

&1

Themes

¢, Qué beneficios brinda usar una tarjeta de
débito para realizar transacciones con sumas
altas dinero?

¢, Como opera la delincuencia informatica?

Consejos de seguridad para las compras por
el Dia de la Madre.

Recomendaciones para evitar ser victima de
suplantacion.

Recomendaciones de Seguridad para Fiestas
Patrias.

¢, Qué es el phishing y como evitar enlaces
maliciosos?

Dinero en efectivo, llama peligro.

Seguridad durante las fiestas de fin de afno



Final Comments

* Lack of understanding of the ecosystem in which we live
« We do what everyone else does and we expect different results

 Massive global attacks will continue. Impersonation will increase. User Profile admin must be assigned
responsibly

 Buying zero-day vulnerabilities encourages search for new attack vectors
e It was paid $ 1,000,000 for an iOS9 exploit, Exists an offer of $ 1'500,000 for an exploit of i0OS10

« Theincrease in the incidence of collateral type attacks is anticipated

« Thereis alotto do and it requires tools that allow you to be at the level that demonstrate the crime of the
current attacks

 Networks must be segmented and verify that we have control of the backup

 Criminal organizations attack the financial system, do not focus on an entity, The need for IT security
specialists is increasing day by day and the gap continues to increase, hence the need to form alliances
for information exchange and collaborative monitoring

« Legacy systems prove to be a valuable target for crime because of the greater facility to attack them

 If we base our defense system on computer security programs and equipment; when something happens,
it will be too late to react, we should orient our information searches and strategies in their origin
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